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Every Connection Begins with a Physical Path

The resilience of a data center is determined before a single server is powered
on. It starts with diverse, redundant physical fiber entry points and secure,
controlled Meet-Me Rooms (MMRs).

Diverse Entry 1: Underground Conduits

Diverse Entry: Dual fiber entry points on different
sides of a building protect against a single point of
failure like a cable cut.

The Meet-Me Room (MMR): A highly secure nerve
center where external carrier networks interface with Il

the facility's internal network.

Redundancy Inside: Top-tier facilities deploy multiple, e
geographically separate MMRs so a fire or flood in one L MMR2 |l—
does not isolate the entire site. '

“What good is a powered-on server e
if it has no network access?”

Diverse Entry 2: Aerial Fiber
—Data Center Operator Y
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The Cross-Connect: Enabling the Carrier-Neutral Marketplace

The cross-connect—a simple patch cable—is the key to unlocking choice and competition within a data
center, allowing tenants to connect to any provider present in the facility instantly.

:q"
MMR Patch Panel g

Slole
L

b ol Carrier 1
Tenant A | & ]
. &
= | Carrier 2
i el
Tenant B - Physical Cross-Connect
Carrier 3

What is a Cross-Connect?: A dedicated, physical cable linking one
party's port to another's within the MMR.

Structured Cabling: Managed through a hierarchy of passive patch
panels (TIA/EIA-942) for efficiency and scale.

The Carrier-Neutral Advantage: Fosters competition on price and
service by allowing tenants to choose from dozens of on-site carriers.

Fact": In major interconnection hubs like Ashburn or Dallas, a single
carrier-neutral facility can have 50+ networks present.
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The Connectivity Menu: Trading Control for Convenience

Core Insight: The choice of network service depends on an organization’s scale, expertise, and
specific needs for bandwidth and control.

Lit Fiber Dark Fiber Wavelengths
The “plug-and-play” option. A carrier The “DIY” option. Lease unlit fiber The middle ground. Lease a dedicated
manages the entire service, providing a strands and use your own optical optical wavelength on a carrier's
specific bandwidth with an SLA. equipment. existing DWDM system.
— Management 6 Management '?2) Management
V| Carrier Managed CW Self-Managed ——, Hybrid Management
Scalability m Scalability Scalability
C Tiered Bandwidth Virtually Unlimited High, Dedicated Capacity
Cost Model Cost Model Cost Model
Recurring (OpEx) Upfront (CapEx) Recurring (OpEx)
|1, Typical User (_5 Typical User L L Typical User
r ;] “ Most Businesses 51115 Hyperscalers, Finance == Data Center
Interconnect (DCI)
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Latency is Not a Bug, It's a Feature of Physics

The speed of light imposes a hard limit on network performance. Physical distance directly
translates into delay, which has a measurable impact on revenue and user experience.

The Speed Limit: Signals in
fiber travel at -2/3 the speed |

of light, resulting in =10
milliseconds of round-trip

latency per 1,000 km of fiber. |

E}EJG ms RTT

New York

London

Singapore

The Business Impact

Amazon famously found
that every 100ms of
latency cost them 1% in
sales.
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The Digital Metropolis: Where Networks
Converge to Exchange Traffic

Data centers thrive as part of dense ecosystems where networks ISF Transit

directly interconnect (peer) to lower costs and improve performance. (Costly) The

Internet

Carrier Hotels: Legendary, ultra-connected buildings in urban cores

serving as the central hubs of telecom for their metro area.
(e.g., 60 Hudson Street, NYC).

Internet Exchange Points (IXPs): Neutral switching fabrics that

allow hundreds of networks to peer and exchange traffic directly, _.
bypassing costly transit providers. N | +- ol ‘W

S G B ! @ § | IXP/Carrier | §
Peering: The practice of networks directly exchanging traffic, often | Hotel Iy

on a settlement-free basis for mutual benefit. Enterprise Content
Provider

The world's largest IXP, DE-CIX Frankfurt, interconnects nearly
1,100 networks and peaked at over 14 Tbps of local traffic.

“Peering is the glue that binds together the yferent
networks that make up the Internet.” —DE-CIX CTC Cloud
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The Private Highway to the Cloud

Cloud on-ramps like AWS Direct Connect and Azure ExpressRoute provide a dedicated, secure, and high-
performance alternative to the public internet, making hybrid cloud architectures viable for the enterprise.

BEFORE: Public Internet

Public Internet

ooo
ooo
ooo
ooo

Enterprise
Network

X Variable Latency
X High Egress Costs
» Security Risks

AFTER: Cloud On-Ramp

Colocation Data Center

N[
H"‘ 1 | [T
B— _——1
ooo
-looal: Cloud On-Ramp :f ?
-looo|-
o =1=1=1 =
‘ = ] Cloud
Enterprise Provider
Network )
r / / \ \\I PoP

" Performance: Up to 44% lower latency compared to public internet.

/" Cost Savings: 60-70% reduction on cloud data egress fees.

/" Security: Bypasses the public internet, meeting HIPAA, PCIDSS, SOC 2.
/" Bandwidth: Dedicated speeds from 50 Mbps up to 400 Gbps.
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Data Gravity: The World’s Most Connected Market Hubs

A powerful feedback loop known as ‘data gravity’ ensures that the richest interconnection hubs get richer,
as more networks, clouds, and capital are drawn to their existing density.

h't-? . | ﬁ' N '%‘
= - X

Frankfurt: Rank #1(Score: 61.6)
— Central Europe's undisputed
peering core.

= " — Historic transatlantic gateway
> . S ¥ and financial hub.
. g ' o :

London: Rank #2 (Score: 61.1) J

-

=
Washington DC / Ashburn:
Rank #7 (Score: -51.6) — The
"Data Center Capital of the
World,” processing an estimated
70% of global internet traffic.
M,

)

o~

¥ — The primary subsea cable
| gateway to Southeast Asia.

Singapore: Rank #5 (Score: 54.4}}

Amsterdam: Rank #4 (Score:

54.9) — Top-tier hubwith a

progressive, peering-friendly
_environment.

Critical financial hub and transatlantic

New York: Rank #6 (Score: ~52.0) —
cable landing point.

Source: TeleGeography Market Connectivity Score, Q12025

G S S Tt e ) R T AR v 1 ST 7
(Cnn::ept: A healthy interconnection market combines robust networks, IX platforms, cloud
& infrastructure, ample data centers, reliable power, and a strong local economy.




The Anatomy of a Resilient Network

Network resilience is not a single feature but a multi-layered design philosophy built on
eliminating every single point of failure, from the physical path to the routing protocol.

1. Path Diversity: Using physically separate routes (e.g., o s s
one buried fiber from the north, one aerial from the Layer 4 e S S
west) and dual facility entrances.

2. Carrier Diversity: Contracting with multiple ISPs and
using BGP multihoming for automatic failover.

Carrier A

3. Device Redundancy: Dual-homed servers, switches, Layer 2
and routers (A/B network feeds) within the data
center.

4. Intelligent Failover: Using protocols like BFD and Layer1 £3| < S e (a
SD-WAN to detect failures in sub-seconds and -~ >N | Eafwe<
intelligently reroute traffic. / Wy el 2o g

S AL ipap

Sobering Statistic: According to Uptime Institute’s 2022 analysis, network-related problems were the single
biggest cause of IT service downtime incidents over the prior three years, outpacing even power failures.

i
— —
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Weaving Security and Compliance into the Network Fabric

Core insight: in Source Serif Pro: A secure and compliant network is not an afterthought; it is

architected through deliberate design choices that isolate sensitive data, encrypt tra

and provide auditable control.

« Segmentation: Isolating sensitive systems to
reduce risk and audit scope, a core requirement
of PCI DSS.

» Segregation: Using physically separate
infrastructure (dedicated fiber, separate racks)
for the highest security needs.

» Encryption: Using technologies like MACsec or
[Psec to encrypt data in transit to meet
standards like HIPAA.,

* Diversity & Control: Mandating dual carriers

for continuity and using demonstrable controls
to satisfy SOC 2 and ISO 27001.

Cardholder Data
Environment
(PCI)

Strict Ingress/Egress
Filtering

Network

iic,

General
Corporate

Development

Guest Wi-Fi
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The Unseen Foundation: A Golden Age of Subsea Cable Construction

An unprecedented wave of investment, led by hyperscalers like Google and Meta, is expanding and
diversifying the global subsea cable network, adding massive capacity and resilience between continents.

Investment Boom

Over $10 billion is being
invested in 80+ new cable
systems between 2024-2026,
the highest volume ever seen.

Hyperscaler Driven

Content and cloud providers
like Google (Equiano) and Meta
(ZA[rica) are now the primary
financiers of new cables.

Pursuit of Diversity

New routes are being built to
bypass traditional chokepoints,
mitigating geopolitical and
physical risks.
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The Al Tsunami: Reshaping Network Architectures for Unprecedented Scale

Al and HPC workloads demand a new class of network fabric, characterized by massive east-west bandwidth,
low latency, and non-blocking performance to connect thousands of GPUs in tightly synchronized clusters.

Viassive Internal Bandwidth: Training models requires
petabytes of data mﬂvement between GPUs, driving
adoption of 400G/800G+ networking and new fabric
designs like Meta’s Disaggregated Scheduled Fabric
(DSF).

xplosion it | Center Interconnect (DCI): AI models
and datasets are ﬂﬂen dlstrlbuted across multiple data

centers, requiring enormous, low-latency links
between facilities.

Hyperscalers Leading the Way: “Content provider
demand for long-haul bandwidth is rapidly growing
everywhere and outpacing other segments, largely due
to hyperscalers moving insane volumes of data for AIL..”
—TeleGeography

From 100G to 400G/800G and Beyond
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The Network as Code: Open, Disaggregated, and Automated

The operational paradigm for networking is shifting from manual configuration of proprietary boxes to

automated orchestration of open, software-defined components.

The Old Way: Manual & Proprietary

S
e - A
&1 e

_ Proprietary Switch
Engineer _ ‘ : .
Slow, error-prone, and single point of interaction.

The New Way: Automated & Open

a?f,
n--n Orchestrator
o 1 API
. R =R
White Box Switch Open Optical System 400ZR Pluggable Optics

Automated, scalable, flexible, and API-driven.

Open & Disaggregated
Hardware: Using "white
box" switches and open
standards (OCP, TIP) to
lower costs and increase
flexibility.

Automation & Zero-Touch
Provisioning (ZTP):
Deploying and configuring

a new switch in minutes
without manual intervention.

Network-as-a-Service:
Using API-driven platforms
(Equinix Fabric, Megaport)
to provision virtual circuits
on-demand.
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The Full Stack: From a Single Fiber to a Global Al Cluster

The modern internet is an integrated system where every layer is essential to delivering

the performance, resilience, and scale required by next-generation applications.

Subsea Cables

IXP
B
1 F P
‘ XN ()~
—_— [ |5 :
@Ejl ol | Z:,\'j L—Ashburn
n=fos g — _ o e
==, E|5|E N S
. =|=|= 7~ Y
.E@.—L IT l*r ]T | l =
| Hesel ﬂ @
b
Cross- MMR  Carrier-Neutral Cloud
Connect Data Center On-Ramp

Subsea
Cables

R

Al/HPC
Workload
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The Three Unchanging Laws of Connectivity

As technology evolves, three fundamental principles continue to shape the global network:
the physics of distance, the economics of density, and the operational imperative for resilience.

The Law of Physics

Distance is delay. The speed of light
light is the ultimate bottleneck,
making proximity the primary
driver of network topology and data
center location.

The Law of Economics

Density creates gravity.
Interconnection begets more
interconnection, creating powerful,
self-reinforcing hubs that
concentrate the world’s data
exchange.

The Law of Operations

Two is one, and one is none. In a
world dependent on 100% uptime,
redundancy at every layer is not a
luxury but the fundamental price of
admission.
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